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Abstract 

This report summarizes the available methodologies and models for the vulnerability and risk 

assessment of a system of systems. After a short introduction on critical infrastructure 

interdependencies, the available definitions of interaction and identification/ illustration of 

complex dependencies are reported. Then the classification schemes of dependencies are 

reviewed, and finally the available methods for the simulation of interdependencies are 

summarized and classified in five categories. Main characteristics, advantages and 

limitations of each category are also reported. 

Keywords: component, system, risk, seismic, vulnerability, interaction, interdependency, 

complex systems. 
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1 Introduction 

The risk assessment of lifeline systems is a very complex and challenging issue. System’s 

co and post seismic performance and functionality are determined by the seismic hazard, 

the vulnerability of its elements and their intraconnectedness, and as well as the 

interconnectedness with other lifeline systems. Lifelines are, indeed, highly intra-dependent 

and inter-dependent systems, showing a great degree of coupling between sub-components 

of the same system and with other infrastructures. Taking into account important 

dependencies among different lifeline systems and also with other essential facilities are 

very important for the global seismic risk management at a city scale. Incorporating 

infrastructure dependencies allows a more rigorous assessment of lifeline seismic 

vulnerability, system reliability and risk mitigation actions, while interactions between 

different critical infrastructures may seriously affect the seismic risk management (response, 

recovery and mitigation). Therefore, an integrated earthquake disaster reduction system 

should take into consideration the multiple interactions among lifeline systems (Hada and 

Meguro, 2000).  

The multiple interactions that exist between infrastructures have been identified as an 

integral part. According to President’s Commission on Critical Infrastructure Protection 

(PCCIP) 1997, infrastructure is a “network of interdependent, mostly privately-owned, man-

made systems and processes that function collaboratively and synergistically to produce and 

distribute a continuous flow of essential goods and services”. Infrastructure is also defined 

as the “framework of interdependent networks and systems comprising identifiable 

industries, institutions (including people and procedures), and distribution capabilities that 

provide a reliable flow of products and services essential to the defense and economic 

security, the smooth functioning of governments at all levels, and society as a whole” (The 

Clinton Administration’s Policy on Critical Infrastructure Protection: Presidential Decision 

Directive 63, CIAO, 1998). 

Interdependencies among civil infrastructure systems such as transportation, 

telecommunication, power, energy, and water systems may increase their vulnerability to 

natural or manmade disasters. Indeed, interdependencies can manifest in multiple ways: (i) 

the failure or disruption in one system can propagate to other systems in a cascading 

manner, (ii) an event can cause adverse impacts on several systems simultaneously, or (iii) 

the negative effects on one infrastructure system can build up over time, and then cause 

problems for other systems. As infrastructures are complex interacting systems, an explicit 

understanding of their linkages for design, planning, and operation can influence the 

effectiveness and the efficiency of the individual systems. The significance of the economic, 

engineering and security implications of identifying infrastructure interdependencies, 

understanding their consequences, and incorporating them into practical problems in the 

context of analysis and decision-making, motivates the need for a new generation of 

theoretical and computational approaches that can incorporate multiple infrastructure 

systems in a single modeling framework. 
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2 Definition of interaction - identification/ 

illustration of complex dependencies  

2.1 DEFINITION 

In general, dependencies refer to relationships or influences that an element in one 

infrastructure imparts upon elements of the same or another infrastructure. Dependencies 

are therefore distinguished between components within (intra) the same system, or between 

(inter) different systems (Fig. 2.1).  

 

Fig. 2.1 Representation of the infrastructure (from D2.1) 

In practice, interdependencies among infrastructures dramatically increase the overall 

complexity of the “system of systems”. Rinaldi et al. (2001) provide a visual representation of 

this intertwining and the potential cascading effects (figure 2.2). These complex relationships 

are characterized by multiple connections among infrastructures, feedback and feedforward 

paths, and intricate, branching topologies.  

Figure 2.3 depicts infrastructure interdependencies from a “system of systems” perspective 

(Peerenboom et al., 2001). The complexity of multiple infrastructure linkages, and the 

implications of multiple contingency events that may affect the infrastructures, are apparent 

even in this highly simplified representation. 

Several definitions of systems interactions have been proposed, as following: 

o According to Rinaldi et al. (2001), “dependency” is defined as “a linkage or 

connection between two infrastructures, through which the state of one 

infrastructure influences or is correlated to the state of the other” (unidirectional 

relationship). A distinction of dependencies is also made for different periods in 

respect to the occurrence of the perturbation (“normal operating conditions, which 

can vary from peak to off-peak conditions, times of severe stress or disruption, or 

times when repair and restoration activities are under way”), as well as between 

supported and supporting infrastructures. “Interdependency” is defined as “a 

bidirectional relationship between two infrastructures through which the state of 
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each infrastructure influences or is correlated to the state of the other”. In other 

words, “two infrastructures are interdependent when each is dependent on the 

other”, and interdependencies are connections among components in different 

infrastructures in a general system of systems. Consequently, the risk of failure or 

deviation from normal operating conditions in one infrastructure can be a function 

of risk in a second infrastructure if the two are interdependent. 

o Little (2002) states that interdependent effects occur when “an infrastructure 

disruption spreads beyond itself to cause appreciable impact on other 

infrastructures, which in turn cause more effects on still other infrastructures”. 

o According to Bush et al. (2003), “infrastructure interdependency is defined as a 

physical, logical, or functional connection from one infrastructure to another, the 

loss or severing of which would affect the operation of the dependent 

infrastructure”. 

o Yao et al. (2004), define “lifeline interaction as the mutual effect between a lifeline 

system and other lifeline systems in the same district under seismic conditions. 

The reliability of a lifeline system, in addition to its earthquake resistant 

performance, still depends on the reliability of other lifeline systems which have 

functional connections or physical proximity with the lifeline system”. 

 

 

Fig. 2.2  Interdependent relationship among several infrastructures                               

(Rinaldi et al., 2001). 
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Fig. 2.3 Infrastructure interdependencies mechanisms (Peerenboom et al., 2001). 

2.2 IDENTIFICATION/ ILLUSTRATION OF DEPENDENCIES 

In parallel to defining the notion of dependencies between multiple infrastructures, complex 

relations between them have been identified and/ or illustrated by several researchers. In the 

following, a brief description of available general approaches of modeling interactions is 

provided. 

A quite common approach is the adoption of the graph theory concept to represent 

interactions. In this framework, a graph is a set of nodes (or vertices) and a set of edges (or 

links) connecting pairs of nodes. This simple definition renders Graph Theory a suitable 

approach for the approximation of the (binary) relationships between systems, like lifelines 

and infrastructures.  

Basic notions of the graph theory are used by Dudenhoeffer et al. (2006), who simulate 

individual infrastructure networks on a single plane, where the nodes represent infrastructure 

components and edges represent the ties and dependencies existing within each 

infrastructure between the different sectors.  

Under the same framework, lies the proposal of Pederson et al. (2006) (Fig. 2.4) for the 

simulation of infrastructure dependencies based on the scenario of a flooding event and the 

subsequent response. Individual infrastructure networks are represented on a single plane, 

while internal dependencies are represented by in-plane lines. Key infrastructure 

components are identified and represented as nodes. The energy sector infrastructure, for 

example, contains the sectors of electrical generation and distribution, natural gas 

production and distribution, etc. Ties and dependencies that also exist between different 

infrastructures (inter-dependencies) are represented by lines connecting the key 

components of different planes.  
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Fig. 2.4  Infrastructure interdependencies (Pederson et al., 2006). 

Interactions among critical infrastructures during the restoration process following the 

occurrence of an earthquake event are modeled by Shoji and Toyota (2009) using 

«qualitative» graphs or flow diagrams (Fig. 2.5). The interdependency means the 

competition and share on the related information (subject earthquake characteristics and 

induced damage of the facilities), human resources and materials with the restoration 

process between critical infrastructures for the Tokyo metropolitan area. Miles and Chang 

(2006) present a model of community recovery from earthquake disasters (Fig. 2.6). 

Damage propagation caused by interdependency for three types of damages (physical 

damage, functional damage and restoration trouble) is graphically illustrated by Tsuruta et al. 

(2008) in Figure 2.7. A framework showing major systems interacting in a metropolitan 

environment is proposed by Menoni (2001). Based on a strictly linear structure, which is 

generally different from the parallel connections between real infrastructure systems, Little 

(2002) illustrates the cascading effects from systems failures. A more complex realization of 

infrastructure dependencies and interdependencies is used on system dynamics approach 

to complex problems, where focus is given on feedback processes (Figure 2.9, Ventana 

Systems, 2006). 

A different approach consists of using matrices for the representation of interdependencies 

between infrastructure networks and their relative impact. The Critical Infrastructure 

Protection Task Force of Canada used a dependency matrix (Fig. 2.8) to relate the 

interdependencies among six sectors identified as crucial: Government, Energy and Utilities, 

Services, Transportation, Safety, and Communications (Dunn and Wigert, 2004). The matrix 

is an attempt to better understand the level of dependency and the potential impact among 

sectors. Tsuruta et al. (2008) also use matrices for determining damage propagation due to 

interdependency in three periods (immediately after disaster, in emergency response activity 

and in restoration work) based on earthquake data and expert judgment. Critical 

infrastructure networks under study are electric power, gas, waterworks, sewerage, 
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telecommunication, road, railroad, port, airport, and social functions like transportation, 

finance, medical treatment and administration.  

a)  

b)  

Fig. 2.5  Interdependency in the restoration process associated with critical 

infrastructures in respect to related (a) information, (b) human resources and 

materials (Shoji and Toyota, 2009). 

  

Fig. 2.6  Model of community recovery from earthquake disasters 

(Miles and Chang, 2006). 

 



D2.9 - State-of-the-art literature review of methodologies to assess the vulnerability of a 

“system of systems” 

 19 

 

 

Fig. 2.7  Influence diagraphs of damage propagation caused by interdependency 

(Tsuruta et al., 2008). 

 

Fig. 2.8  Example of system dynamic modelling for the water supply system  

(Ventana Systems, 2006). 

 

Fig. 2.9  Sample dependency matrix (Dunn and Wigert, 2004). 
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A table was proposed by Pitilakis et al. (2006) for the identification of possible interactions 

between different systems (Table 2.1). Influences on and influences by different 

infrastructure networks are described during three periods in respect to the occurrence of an 

earthquake event, and also in respect to the strength and importance of the link.   

The method proposed by Cheng (2007) for modeling and analyzing interdependencies of 

critical infrastructures is based on the use of asymmetrical fuzzy relation matrices 

representing direct relationships between nodes in infrastructure networks and direct and 

cascade relationships between infrastructure networks. Using a mathematical framework, 

direct and indirect relations are identified and infrastructures are ranked in terms of relative 

importance.  

Table 2.1  Possible interactions between different systems (Pitilakis et al., 2006). 
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* n, N : Normal. c, C : Crisis. r, R : Restoration. 

** To show a distinction between slight or stronger interactions, small and capital letters are 

respectively used.  

                                                

1 For example, railway has slight influence on roadway during normal and recovery period (horizontal row). In 

other words, roadway is slightly influenced by railway during normal and recovery period (vertical column). 
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Interdependent analysis can enhance loss estimation methodologies and indicate strategies 

for robust design and growth of infrastructures. Investors, owners, and operators of utility 

companies can use the results from an interdependent analysis to make better decisions on 

prioritizing scarce resources for mitigation actions. 

In the following, the dependencies between networks are classified and the available 

methods for the assessment of interdependencies among different systems are classified 

and summarized. 

3 Classification of dependencies 

Analyzing physical infrastructure systems in terms of the dimensions of systems 

interdependencies, namely infrastructure system characteristics, inter-system and intra-

system causal relationships, environmental impact such as climate change, response 

behavior, failure types, state of operation and interdependency risks, yields new insights into 

infrastructure systems behavior and a consequent expanded thinking on risk informed 

decision making of critical infrastructure.   

Six dimensions of infrastructure interdependencies are identified by Rinaldi et al. (2001). 

These dimensions and their components are descriptive and are intended to facilitate the 

identification, understanding, and analysis of interdependencies:  

o Type of failure. 

o Infrastructure characteristics. 

o State of operation. 

o Types of interdependencies. 

o Environment. 

o Coupling and response behavior. 

To classify interactions, it is essential to know the typology and functioning of systems 

involved, the nature of the reciprocal influence, the importance of the link (slight/ strong) and 

the period evolved (normal, seismic and  restoration/recovery period). Several researchers 

have proposed different classification schemes of lifeline interdependencies. 

Rinaldi et al. (2001) describe four general categories of infrastructure interdependencies: 

o Physical:  a physical reliance on material flow from one infrastructure to another. 

Physical dependencies include the reliance on road and rail networks to move 

crews and equipment. 

o Cyber: a reliance on information transfer between infrastructures. Cyber 

dependencies include the reliance on telecommunications for supervisory control 

and data acquisition (SCADA) systems and information technology for e-

commerce and business systems. 

o Geographic: a local environmental event affects components across multiple 

infrastructures due to physical proximity. Geographic dependencies include, for 

example, common corridors that natural gas pipelines share with electric power 

lines and/or telecommunications lines. 
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o Logical: a dependency that exists between infrastructures that does not fall into 

one of the above categories. Infrastructures that are linked through financial 

market, as for example the dependency of oil futures on natural gas prices and 

ultimately the natural gas infrastructure via changes in infrastructure investment. 

The same categories are proposed by Peerenboom et al. (2001). In the slightly different 

classification proposed in Dudenhoeffer and Permann (2006) additional categories are 

introduced (Pederson et al., 2006):  

o Policy/Procedural Interdependency: An interdependency that exists due to policy 

or procedure that relates a state or event change in one infrastructure sector 

component to a subsequent effect on another component. Note that the impact of 

this event may still exist given the recovery of an asset.  

o Societal Interdependency: The interdependencies or influences that an 

infrastructure component event may have on societal factors such as public 

opinion, public confidence, fear, and cultural issues. Even if no physical linkage or 

relationship exists, consequences from events in one infrastructure may impact 

other infrastructures. This influence may also be time sensitive and decay over 

time from the original event grows.  

Zhang and Peeta (2011) summarize the classification schemes of interdependencies among 

the infrastructure systems as following: 

o Functional Interdependency. “It manifests in two ways: the functioning of one 

system requires inputs from another system, or can be substituted, to a certain 

extent, by the other system. An example in the first context is that electric power 

is needed for the functioning of other systems such as traffic control, 

telecommunication and water/fuel distribution, leading to cascading failures under 

a massive power blackout. The substitution aspect of functional interdependency 

exists when two systems can provide similar functionality to fulfill user needs to a 

certain degree. Transportation and telecommunication systems in the context of 

telecommuting, energy and electric power systems to generate electricity, and 

different transportation modes for travel, are examples of substitutable functional 

interdependency.” 

o Physical Interdependency. “Some infrastructure systems are coupled through 

shared physical attributes. A strong linkage exists when infrastructure systems 

share flow right of way, leading to joint capacity constraints. An example in this 

context is that freight and passenger transportation systems may share the same 

physical flow capacities. The shared right of way by roadways with electric power 

transmission lines, telecommunication transmission lines, and water pipelines 

represent an example of weaker physical interdependency as their flows do not 

mix.” 

o Budgetary Interdependency. “Many infrastructure systems involve some level of 

public financing, especially under a centrally-controlled economy or during 

disaster recovery, leading to resource allocation budget interdependencies.” 

o Market and Economic Interdependency. “Shared market resources imply that all 

systems are interacting sectors in the same economic system. Another 

manifestation of this interdependency is that these infrastructure systems serve 

the same end users who determine the final demand for each commodity/service 
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subject to budget constraints. Further interdependencies exist due to the shared 

regulatory environment where the government agencies may control and impact 

the individual systems through policy, legislation or financial means such as 

taxation or investment. An example is how fuel prices can affect both the supply 

and demand sides of transportation, which in turn can affect the supply and 

demand for fuel.” 

Additional categories of infrastructure interdependencies are proposed by several 

researchers: 

o Recovery interruption, restoration interaction (Kameda, 2000; Felix et al., 1995). 

Various types of hindrance in restoration stage. An example is the interaction 

between buried lifelines: water-gas, power-water, sewer-water, etc. 

o Back-up functions of substitute systems, substitute interaction (Kameda, 2000; 

Yao et al., 2004). Influences on alternative systems. An example is the 

emergency power and the road traffic-railway ridership. 

o Cascade interaction (Yao et al., 2004). “Increasing impacts on a lifeline due to 

initial inadequacies. An example is the increasing degradation of water service in 

a conflagration due to service connections breaking as structures collapse as the 

conflagration grows. A similar phenomenon for road transport in a conflagration.” 

o General interaction (Yao et al., 2004). “The interaction phenomena between the 

internal components of a lifeline system. The interaction phenomena between the 

main lifeline and the “facility” lifelines.” An example is the interactions between 

connected electrical substation equipments. For the telecommunication system, a 

direct failure of critical equipment is unlikely in modern central offices, while 

failure is more likely to be caused by collateral hazards and failure of support 

lifelines. 

As infrastructure interdependencies represent an emerging problem domain, there are many 

dimensions to be addressed. According to Rinaldi et al. (2001), interdependence-related 

disruptions or outages are classified in terms of three general categories. The same 

categories are used by Laprie et al. (2007).  

o Cascading failure. “A disruption in one infrastructure causes the failure of a 

component in a second infrastructure, which subsequently causes a disruption in 

the second infrastructure.” 

o Escalating failure. “An existing disruption in one infrastructure exacerbates an 

independent disruption of a second infrastructure” (e.g., the time for recovery or 

restoration of an infrastructure increases because another infrastructure is not 

available). 

o Common cause failure. “Two or more infrastructure networks are disrupted at the 

same time: components within each network fail because of some common cause 

(e.g., natural disaster).” 

To fully understand and analyse infrastructure interdependencies, it is necessary to 

determine for each infrastructure the other systems it depends on, continuously or nearly 

continuously, in three periods in respect to the occurrence of a perturbation: normal 

operating conditions, times of high stress or disruption and restoration period, as for example 

is performed in Table 2.1. 
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4 Review of available methods for the 

simulation of interdependencies 

Interdependencies among infrastructures create new assurance challenges that need to be 

addressed on several decision-making levels involving multiple stakeholders, and modeled 

from various perspectives; therefore, it is impossible for a single model to address all 

concerns of infrastructure interdependencies. 

According to Stapelberg (2008), “various innovative modelling approaches have been 

developed for infrastructure systems, including agent based modelling, effects-based 

operations (EBO) modelling, input-output (IO) modelling, models based on game theory, 

models based on risk, mathematical models, operation research models, dynamic simulation 

models, as well as systems dynamics modelling. Despite this wide diversity, the modelling of 

critical infrastructure is complicated by the quality and availability of data, intricacy of 

systems hierarchical organisational structures and complexity of interactions between 

infrastructures.” Moreover, implications and sensitivity of the results of critical infrastructure 

modelling require the representation of their structural complexity and inherent systems 

behaviour. 

In the followings, a review of the different approaches used for the simulation and analytical 

study of the interdependencies between critical infrastructure systems is made. Only few of 

them present a holistic nature, examining the problem of multiple interactions among 

systems in the context of seismic vulnerability and risk assessment. Most of them have an 

explanatory character and are used on rather extreme simplifications, staying on the 

analysis of at most two systems. Some methodologies address only vague and general 

proposals, while the majority examines only specific systems and/or types of interactions.  

In computing terms and for their application, the following limitations and/or restrictions are 

recognized: i) most of the models are not validated based on real empirical data, ii) analytical 

methods for the quantification of interactions and the support of the decision-making process 

are rare, ii) only few approaches examine different aspects of the interactions at the same 

time, and iv) few models are able to capture at the same the equilibrium and perturbed 

states of the systems.  

The available methods for the simulation of interdependencies between lifeline and 

infrastructure systems, as well as for the assessment of external perturbations impacts, can 

be classified as following: 

4.1 PHYSICS-BASED MODELS 

Interactions among lifeline systems, which are mostly described on a theoretical basis, are 

defined based on functions, spatial coexistence, and conditionality in recovering procedure. 

The Fault Tree Analysis (FTA) is often used for the estimation of their seismic performance. 

In general they comprise very simplified models, taking into consideration interdependencies 

using interaction functions in the Fault Tree Analysis or GIS spatial proximity rules. The 

quantification of the level of dependency, whenever this is performed, is done on a very 

general basis. The above models do not generally proceed to the assessment of 

vulnerability and functionality loss due to interaction.  
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An example of a physics-based model is the one proposed by Tang et al. (2004), where the 

interaction laws among six main lifeline systems and a method to assess the seismic 

performance of lifeline systems under their interactions are presented. The interaction is 

expressed in terms of functionality, spatial coexistence, and conditionality during the 

recovering procedure. The proposed interaction coefficients are based on the statistical 

analysis of lifeline systems earthquake damage, which can then be used for the quantitative 

analysis of interaction. In this model, interdependencies are simulated with an extremely 

simplified procedure using simple parameters as correlation coefficients between two 

systems.  

Wong and Isenberg (1995) define the interdependencies between the telecommunication 

system and other infrastructure in an urban environment, making a distinction between the 

different types of interactions. Using GIS for the superposition of the layers of different 

networks, the seismic response of the telecommunication system is based on a summation 

of importance coefficients of the interacting systems. Further details of this simplified 

procedure are not provided by the authors.  

Menoni et al. (2002) developed a “model to evaluate lifelines seismic vulnerability, 

considering physical, functional, and organizational factors as deeply interconnected one to 

the other. The resulting assessment tool consists of a set of parameters measuring the 

response capacity of lifelines exposed to earthquakes. The notion of systemic vulnerability is 

the underlying frame of the proposed evaluation method: what can be measured is how 

prone is a system to damage or failure not only as a consequence of some kind of physical 

damage occurring to one of its components (intra-dependency), but also as the indirect 

effect of some physical, functional, or organizational failure suffered by other systems (inter-

dependency).” In this regard, as lifelines are highly hierarchical, the consequence of failure 

in crucial components or parts of the system has been devoted higher attention in the 

framework. The model accounts also for lifelines inter-dependency, which can be either 

physical or functional. The evaluation step of the developed procedure consists of a weighed 

sum of factors providing as a final result a vulnerability score. 

Gheorghe and Vamanu (2008) proposed a method and an algorithm for the vulnerability 

assessment of complex systems using coefficients of physical interaction, based on national 

statistical data. Fuzzy logic is also used for the identification of possible hidden faults in the 

space of liable system states.  

In order to evaluate the risks as a function of the domino effect between several life support 

networks (where the impact on the system not only depends on the importance of the 

component but also on the importance of the components linked to the faulty one), the 

approach proposed by Benoît et al. (2003) is based on the characterization of the essential 

elements of the network, its modes of operation, and the infrastructure that composes it. 

“Consequence studies highlight the life support networks affected by failures of a first 

network.” The study of interdependencies is limited at identifying the essential infrastructure, 

which has links with other life support networks, and evaluating at which threshold the 

efficiency of the first network affects the second, resulting in vulnerability transfer.   

Chang et al. (2007) present a conceptual framework for characterizing infrastructure failure 

interdependencies (IFIs) on the basis of societal, rather than technical, considerations. They 

also created a database of IFIs observed in major electric power outage events and they 

demonstrated how the framework can be applied to empirically identify IFIs of greatest 

societal concern. 
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A methodology is proposed by Kuwata and Takada (2007) to assess the seismic risk of 

hospitals based on fragility functions of the independent elements and Fault and Event Tree 

Analysis. Interactions within the components of the hospital facility, as well as inter-

dependencies with the supplying water and electric power systems are taken into 

consideration. The methodology is applied to ten hospitals in Osaka, Japan. 

An analytical method for the consideration of seismic damage correlation for the elements of 

a system of spatially distributed components is proposed by Shizuma et al. (2009) using a 

probability mass function of outage time. The methodology is applied to an expressway 

series system consisting of RC single piers. The proposed methodology takes exclusively 

into account the physical damage correlation between two components of a system and is 

based on the use of certain simplified assumptions in respect to the form of damage 

indication and the following restoration process. 

Nojima (2010) developed a probabilistic model to assess coincidence of earthquake damage 

to collocated lifeline facilities. For the fundamental case with assumptions of uniform damage 

rate, the occurrence rate is represented by the product of the damage rates of the two 

systems concerned and the infinitesimal length within which coincident damage occurs. For 

practical applications, the fundamental model has been extended for non-uniform damage 

rate and arbitrary segment length defining coincident damage. Even though there exists a 

spatial correlation between the damage rates of the two systems, the proposed model is 

applicable by piecewise applying non-stationary Poisson process. 

4.2 NODAL ANALYSIS MODELS 

In nodal analysis models, elements are connected with Fault Tree Analysis (FTA), Reliability 

Block Analysis (RBA), etc for the study of functional interdependencies. The reliability 

analysis of systems is usually performed with a Monte-Carlo simulation tool to assess the 

statistics of the network performance, where the states of the components/ systems are 

characterized as Boolean parameters (0 or 1). In certain recent studies multiple functionality 

states of the components are considered (not only 0 or 1 but intermediate conditions as well) 

under the effect of specific damage states.  

Giannini and Vanzi (2000) developed a procedure to assess the territorial risk of electric 

power black – out in case of a seismic event, modeling separately the electric power network 

(Monte-Carlo analysis) and the local damage. The indicator of local damage used is the 

number of human casualties. The statistics of the simultaneous lack of electric power at a 

point on the territory and high local damage are computed via a sampling technique. In 

practice, an analysis of the seismic response of the electric power network is performed 

taking into consideration with suitable indices its interaction with the urban environment for 

the definition of system’s critical points.  

Peerenboom et al. (2001) focused on the restoration phase, describing an analytic approach 

to estimate the amount of time needed for activities that must be completed to restore a 

given infrastructure component, a specific infrastructure system, or an interdependent set of 

infrastructures, to an operational state. Repair sequences for disrupted infrastructures are 

provided, taking also into account cascading effects with the use of a Monte Carlo simulation 

tool. The impact of backup systems or other mitigation mechanisms that reduce 

interdependence and restoration problems are also described. The study of the interaction is 

limited to a simple consideration of the outage time, focusing on the oil and gas pipelines.  
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A methodology for the identification and prioritization of vulnerabilities in infrastructures due 

to terrorism is proposed by Apostolakis and Lemon (2005). The infrastructures are modelled 

as inter-connected digraphs and graph theory is employed to identify the candidate 

vulnerable scenarios (Pederson et al. 2006). The ranking of vulnerability importance is 

based on screening methods using multi-attribute utility theory. The impact of losing 

infrastructure services is evaluated using a value tree, while the analysis results can be used 

by decision-makers for risk management.  

The methodology proposed by Goretti and Sarli (2006) for the assessment of short-term and 

long-term seismic behaviour of road network in urban areas, considers interaction with 

buildings and emergency services. In order to consider uncertainties on building behaviour, 

a probabilistic approach is developed and the network is analysed by means of Monte Carlo 

simulation. 

For the assessment of the earthquake-induced damage of a municipal water system, Adachi 

and Ellingwood (2008) take into consideration the impact of damage to the supporting 

electrical power system using a fault tree analysis and a shortest-path algorithm. The 

probability distribution of serviceability of the earthquake-damaged water distribution system 

and mean functionality of each facility is evaluated by Monte Carlo simulation. However, the 

study neglects the possibility of a damaged facility to continue to function at a reduced level 

of efficiency, the damage to the electrical power distribution system and the epistemic 

uncertainties in response of facilities and distributing elements as well as in strong ground 

motion. 

In a recent study, Levitin and Xing (2010) present an algorithm for evaluating performance 

distribution of complex series-parallel multi-state systems with common cause failures 

caused by propagation of failures in system elements. Common cause failure (CCF) is the 

failure of multiple components due to a common cause (single occurrence or condition). The 

failure propagation is considered to have a selective effect, which means that the failures 

originated from different elements can cause failures of different subsets of system 

elements. The suggested algorithm is based on the universal generating function approach 

and a generalized reliability block diagram method (recursive aggregation of pairs of 

elements and their replacement by an equivalent one). The performance distribution 

evaluation procedure is repeated for each combination of common cause failures. The 

proposed methodology is limited by the respective number of necessary repetitions, 

especially for large systems, as well as the assumption of statistical independency of 

propagated failures. 

Finally, Johansson and Hassel (2010) “proposed an approach for modelling interdependent 

technical infrastructures, considering structural properties, as employed in graph theory, as 

well as functional properties to increase its fidelity and usefulness. The model aims to 

capture both functional and geographic interdependencies.” It is applied to a fictional 

electrified railway network and three different types of vulnerability analysis are performed: a 

global vulnerability analysis of the whole network and the cascading effects to inter-

connected systems, a systematic identification of critical components, and sets of 

components, and systematic identification of critical geographic locations. A specific 

reference to an event of hazard (natural, technological or human) is not provided, while 

rather simplified functional models and theoretical restoration times are used.  
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4.3 AGENT-BASED MODELS 

Agent based models is a class of computational models for simulating the actions and 

interactions of autonomous agents (either individual or collective entities) with a view to 

assessing their effects on the system as a whole. The models simulate the simultaneous 

operations and interactions of multiple agents, in an attempt to re-create and predict the 

appearance of complex phenomena. 

Infrastructures are studied as Complex Adaptive Systems (CASs), which are complex 

collections of interacting components in which change often occurs as a result of learning 

processes (emergent behaviour). Populations of interacting agents are defined as entities 

with a location, capabilities, and memory. In this way they capture the interactions among 

the components (interconnectedness between pavements of the same system and between 

pavements and other types of infrastructure and utilities) and with the environment. The 

main properties of Complex Adaptive Systems are the following (Kim et al. 2005):  

o the system is constructed of heterogeneous, autonomous, decentralised agents, 

o the system is dynamic, because feedback (learning), 

o system agents are self-organising, 

o the system is emergent (the whole is greater than the sum of its parts). 

The simulation is performed at the system level mainly using appropriate software programs, 

while the communication between systems is allowed for cascading consequences due to 

interaction. In certain cases, there is the possibility for decision making at various levels. The 

aim of these models is the simulation of “reaction” (under management perspective using 

what-if analysis) to external perturbations, rather than the definition of systems response 

after the excitation occurrence.  

Amin (2001) uses agent based models in a program of self-healing of critical infrastructures 

(energy, telecommunication and transportation systems) in response to threats, material 

failures, and other destabilizers. Focus is given on the electric power supply network and its 

functions at the appropriate level of complexity caused by the danger of cascading failures. 

Brown et al. (2004) combine dynamic systems modelling with agent based models in a 

framework for evaluating the potential effects of disruptions and for prioritising risks. 

Interdependency analyses and identification of chains of interdependencies that can induce 

additional system vulnerabilities is introduced to agent based models of the interactions 

between decision makers in infrastructure networks, with focus on the electric power system. 

The methodological tool proposed by Bernhardt and McNeil (2004) for the management of 

critical infrastructures does not necessarily recognize their complex system behavior, but 

modeling system components as agents offers a mechanism to capture this behavior. A 

simple simulation of pavement segments as agents provides insights into network-level 

behavior of civil infrastructure systems, especially when the physical proximity is important.  

Tolone et al. (2004) also use agents for the simulation of external dependencies between 

infrastructures (transmission and distribution electric power systems, natural gas, 

telecommunication and transportation networks), which are simulated in different layers in a 

geographic information system (GIS). Cardellini et al. (2007) investigate the adoption of 

agent-based modeling and simulation to study the interdependencies in critical 

infrastructures, providing also guidelines to simulate such complex systems. Finally, possible 
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applications of Complex Adaptive Systems in the field of inter-connected lifeline and 

infrastructure facilities, including electric power, oil and gas systems, along with water, 

transportation and telecommunication networks, are referred by Rinaldi et al. (2001). 

Additional applications use idealized networks (e.g., small-world) to represent infrastructures 

whose interdependencies are governed by empirical rules. Such an approach allows 

combination of physical infrastructure networks with organizational networks, creating a 

stronger model to predict societal impacts (Comfort et al. 2004). 

In a recent study, Nan and Eusgeld (2011) propose a hybrid approach combining various 

modeling/simulation techniques in a distributed simulation environment. High Level 

Architecture (HLA) is regarded as the framework for implementing such a hybrid approach, 

which is an open standard (IEEE standard 1516) supporting simulations composed of 

different components. The method is applied to a typical Electricity Power Supply System 

(EPSS) with its own Supervisory Control and Data Acquisition (SCADA) system, without 

performing a vulnerability analysis of the complex network. Furthermore, the resources and 

time needed for the execution of such type of analysis are in general high, while the 

interdependencies between the components must be a priori known and reported.  

The main restriction of these approaches is their complexity and need for use of simulation 

software, which are difficulty connected with the physics of the functionality of most networks 

and the probabilistic nature of the seismic event and its consequences. Furthermore, 

incomplete information, complex data mining of available information and high subjectivity in 

trend interpretations and governing rules for evolution have prevented Complex Adaptive 

Systems approaches to grow faster in practical applications. 

4.4 STOCKS-AND-FLOWS MODELS 

They are based on Input-Output economic models to address the multiple interactions 

between infrastructures, assuming that the level of economic dependency is the same as the 

level of physical dependency and using flows of products between the systems in economic 

(monetary) terms. 

An early example of these applications focuses on the estimation of economic losses that 

would be incurred to a certain industry sector due to incurred damage to three different 

infrastructure networks (electric power, water and natural gas), which are studied separately. 

Then, using an input-output (I-O) impact methodology, interdependencies are accounted for 

in the analysis of exchanges of goods and services among industries (Chang et al. 1996).  

“A primary case is the Inoperability Input-Output Model (IIM), which was developed to 

contribute to the understanding of infrastructure interdependencies. The IIM approximates 

the physical interdependencies of infrastructures from the economic input-output 

transactions of sectors, offering a macrolevel, deterministic, and equilibrium modeling of 

interdependencies among economic infrastructures. The model is demand-driven, wherein 

perturbations to the final demand levels are considered the initiating event, and the impact to 

sectors’ production outputs are the direct and indirect effects resulting from sector 

interdependencies.” 

“The IIM is based on Leontief’s Input-Output (I-O) Model (Leontief, 1951a,b, 1966). Haimes 

and Jiang (2001) adapted the structure of the Leontief I-O model to physical 

interdependencies, measuring the impact of a perturbation such as terrorist attack as a state 

of inoperability to infrastructure systems.” In this model, entire infrastructure systems take 
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the place of economic sectors. Jiang (2003) defines inoperability as the inability of the 

system to perform its intended function. Santos (2003) and Santos and Haimes (2004) 

propose the Demand-Reduction Inoperability Input-Output Model, which combines Haimes 

and Jiang’s ideas of cascading inoperability due to perturbations with Leontief’s measure of 

impacts on economic activities. The IIM has been applied to various studies and has been 

the basis for the formulation of a dynamic model that addresses the resilience of sectors to 

perturbations, during the recovery period (Haimes et al., 2005a,b; Lian and Haimes, 2006). 

The application of IIM to various infrastructures needs to consider perturbations that are not 

just driven by final demand reductions (Leung et al. 2007). In particular, a study on road 

transportation network disruption primarily impacts the supply chain and workforce mobility 

(Haimes et al., 2004). Leung et al. (2007) presented two other perspectives - supply-side 

and output-side - to supplement and complement the demand-driven IIM. These two 

perspectives help address initiating perturbations related to input factors (value added) and 

to the sectors’ output levels. Further, these perturbations can be in terms of either quantity or 

price changes, defining the demand-quantity and supply-price models. Finally, the demand-, 

supply-, and output-side models are integrated using a sequential perturbation approach. 

Setola et al. (2009) “propose a methodology for evaluating IIM parameters based on 

technical and operational data. The data is collected by interviewing experts and is 

processed using a fuzzy set based methodology.” The methodology is applied to specific 

Italian critical infrastructure sectors. 

The main characteristic of these approaches is that the interconnectedness is still modeled 

among infrastructure sectors without dealing with elements of each infrastructure. Recent 

attempts to combine economics - which provides bounds to the interactions - and elements 

of an infrastructure network are founded on game theory. In this framework, coupled 

networks are treated as layers of transportation networks (e.g., vehicles, freight, or data) 

comprised of non-cooperative game players - Cournot-Nash dynamic agents. The goal is to 

solve the problem for flow equilibrium and optimal budget allocation (Zhang et al., 2005). 

This approach, despite requiring complex behavioral rules of interaction, uses a holistic 

perspective that can lead to a more efficient understanding and modeling of interconnected 

infrastructure systems. The generalized modeling framework proposed by Zhang (2009) 

combines a multilayer network concept with a market-based economic approach to capture 

the interdependencies among various infrastructure systems with disparate physical and 

operational characteristics. Peeta and Zhang (2009) provide data for the realization and 

application of the above framework through numerical examples, while Zhang and Peeta 

(2011) examine the possibility for application in real networks.  

4.5 NETWORK MODELS 

In this class of approaches, the infrastructures’ interdependencies are addressed through 

network analysis. Graph theory is adopted by several researchers, while the Bayesian 

approach is often used for network analysis. The function states of the systems (supply 

demand, serviceability and supply uncertainty, demand and system failure) are also 

analyzed using flow analysis and connectivity analysis. The complete knowledge of systems 

structure and connections between their components is necessary for this purpose. Network 

models are classified in random networks, small-world networks, scale-free networks and 

interdependent infrastructure networks. 
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Based on graph theory, Yao et al. (2004) propose a model for the simulation of functional 

interdependency, using as an example the water and electric power supply systems. The 

functionality states of the systems are defined using flow analysis and connectivity analysis, 

while the interaction between them is assessed with the use of cross impact factors and 

interaction matrices.  

The probabilistic analytical approach proposed by Li and He (2002) for the evaluation of the 

seismic system reliability of large lifeline systems combines graph theory and Boolean laws, 

using as an example a district electric power network system and an urban water supply 

system. The study focuses on the complexity due to spatial proximity in the reliability 

analysis of networks, without using flow analysis to determine the serviceability of lifeline 

systems after an earthquake. 

In the analysis procedure for modelling the restoration process after earthquakes, Shinozuka 

et al. (2005) consider the coupled performance of two systems (electric power and water 

supply). It is a simplified approach focusing on the functionality dependence of water 

pumping stations to the electric power supply.  

Tang and Wen (2008) propose a method for the seismic risk assessment based on network 

analysis and reliability theory for the assessment of seismic damage to infrastructure 

systems, considering their interdependencies during normal operation conditions. Interaction 

among lifelines system is based on network analysis and fault tree analysis technique. The 

assumption of systems’ independent functioning existing in a contiguous space is made, 

while the method is limited to the simulation of buried pipelines earthquake damage.  

“Nozick et al. (2005) develop Markov-based algorithms to estimate system performance and 

make optimized investment decisions for interdependent infrastructure systems. A network 

modeling approach is used where the nodes represent the supply or demand locations for 

some utility services, and the arcs, with capacity constraints, represent components or 

subsystems of an infrastructure system or the connection between infrastructure systems. 

They illustrate their approach using electric power and gas systems. Jeong et al. (2006) and 

Qiao et al. (2007) develop network-based models to address security issues in water 

systems, examining them as networks composed of a number of components.” 

Sultana and Chen (2009) developed an integrated modeling method for simulating the 

vulnerability of a critical infrastructure for a hazard and the subsequent interdependencies 

among the interconnected infrastructures. The developed method has been applied to a 

case study of a network of hydroelectricity generating infrastructures, e.g., water storage 

concrete gravity dam, penstock, power plant and transformer substation. The modeling 

approach is based on the fragility curves development with Monte Carlo simulation based 

structural–hydraulic modeling, flood frequency analysis, stochastic Petri net (SPN) modeling, 

and Markov Chain analysis. A certain flood level probability can be predicted from flood 

frequency analysis, and the most probable damage condition for this hazard can be 

simulated from the developed fragility curves of the dam. Consequently, the resulting 

interactions among the adjacent infrastructures can be quantified with SPN analysis; 

corresponding Markov Chain analysis simulates the long term probability matrix of 

infrastructure failures.  

Lee et al. (2007) propose a linear programming model for the simulation of interdependency. 

The functional dependency is simulated as a collection of nodes, with known location and 

capacity, connecting the networks. This strategy is useful when there is a complete 

knowledge of the systems and all the coupling connections are available. Svendsen and 
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Wolthusen (2007) use a network model where the system interdependency is expressed by 

counting the functional nodes in the network. This model is able to capture the buffering 

strategies and effect of bidirectional interaction, but is still dependent on the complete 

knowledge of interconnected systems properties. Rosato et al. (2008) investigate the 

consequence of failures on a telecommunication network, due to damage occurred to the 

electrical grid. Both networks are simulated by topological graphs, providing appropriate 

power flow and data traffic models, while they are thought to be geographically 

interconnected by considering a coupling factor.  

Dueňas-Osorio et al. (2006, 2007) proposed a simplified probabilistic model for 

interdependent lifeline systems in which the interdependency was determined by 

geographical immediacy. The seismic performance of interdependent infrastructure systems 

under various interconnectedness levels was considered in the study. It is focused on the 

dependency between two systems, an electric power and a water system respectively. The 

systems’ response is provided through topological characteristics of the water network given 

the failure of electric power supply nodes (no fragility curves of the complex system are 

proposed). The main limitation of the study is that the modeling of the networks is of the 

pure-connectivity type and the links are bi-directional (whereas in most networks, and in the 

two networks studied they are either unidirectional or both uni- and bi-directional). 

Furthermore, the use of (sparse) adjacency matrix requires a large storage capacity and 

hinders the identification of all inbound/ outbound links to/ from nodes.  

Moving even further, Hernández-Fajardo and Dueñas-Osorio (2009) model the 

interdependence between coupled service networks as a discrete, unidirectional relationship 

between individual components in separated networks. Various levels of interdependence 

are considered and a methodology is proposed for the generation of probabilistic systemic 

fragility measures, taking into account the propagation of vulnerability. The proposed 

methodology does not take into consideration the spatial differentiation of interaction, as well 

as the capability of direct damage propagation. Also in this case, the simulation is of pure-

connectivity type. The model of Hernández-Fajardo and Dueñas-Osorio (2009) was the 

basis for the inverse reliability approach proposed by Min and Dueñas-Osorio (2009) for the 

design of interdependent lifeline systems. 

Kim et al. (2007) built on the work cited above by introducing many refinements and 

proposing a probabilistic model for the study of interdependency, which is “then incorporated 

into network flow algorithms to assess the seismic performance of the interdependent lifeline 

systems”. In particular the initiated refinements include directional modeling of links, 

capacitive modeling of the networks and a more efficient representation of the networks 

topology, which turns out to be essential for large scale networks of regional size. The 

strength of interdependency (interconnectedness level) is given by the failure probability of 

the backup supply unit at a node that is dependent on nodes in other systems.  Based on 

this probabilistic model, Kim et al. (2009) propose a matrix-based methodology for the 

reliability analysis of the complex system of inter-connected lifeline and infrastructure 

networks under the effect of seismic risk.  

Ouyang et al. (2009) proposed “a methodological approach to analyze vulnerability of 

interdependent infrastructures. Two types of vulnerability are studied: structural vulnerability 

and functional vulnerability.” For the structural vulnerability, the average reciprocal shortest 

path lengths of networks are used to measure the detrimental responses when they are 

subjected to random attacks. For the functional vulnerability, the operating regimes of 

different infrastructures are further taken into consideration. For different types of 
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vulnerability, the investigations are mainly focused on the interdependent effect. Finally, 

effect of interdependence strength has been analyzed and relationships between structural 

vulnerability and functional vulnerability have also been discussed. 

Poljanšek et al. (2010) study two important issues of modern interdependent critical 

infrastructure systems: “the network response under seismic hazard and the increased 

vulnerability due to coupling between networks” (functional interdependency). “The 

probability reliability model they develop encompasses the spatial distribution of the network 

structures using a Geographic Information System (GIS) and provides a probabilistic 

assessment of the damage performance of a network subjected to an earthquake hazard 

when coupled to a second network (also vulnerable to earthquake attack)”. Based on basic 

notions of graph theory and topological network characteristics, they apply the proposed 

methodology to two real infrastructure networks – the EU gas and electricity networks. The 

results are provided in the form of the system fragility curves of the (independent and 

dependent) networks in terms of performance measures. 

In the very recent study of Cagno et al. (2011), an “integrated approach for vulnerability and 

resilience analysis for underground infrastructures is proposed, i.e. a societal risk analysis of 

the failures of underground services for an urban area. The approach is based on the 

detailed study of (a) domino-effects for the components of a single infrastructure and for a 

given set of infrastructures interoperated and/or belonging to the same area; (b) risk and 

vulnerability analysis of a given area; (c) identification of a set of intervention guidelines, in 

order to improve the overall system resilience.” The main characteristic of the ‘‘zoned’’ 

nature of failures of the underground infrastructures is simulated by breaking down the 

analysis area extent into sub-areas and assessing the dependencies among sub-areas both 

in terms of interoperability and damage propagation of critical infrastructures. The 

methodology, comprising a composite approach of node analysis and network analysis, is 

applied in the historical urban area of a city located in northern Italy, where five underground 

infrastructures were considered: electricity; district heating system; gas supply system; water 

distribution network; telecommunication.  

4.6 CONCLUSIONS 

It is worth mentioning the study of Pederson et al. (2006), who performed a detailed 

bibliographic survey of the available in U.S. and internationally critical infrastructure 

interdependency modeling tools. The authors provide information in respect to the overview 

and the development goals of each tool, the intended users, the maturity, the areas 

modelled, and the customers/ sponsors. They also describe the model framework 

(underlying model, simulation, data format, sensor data, coupling with other models and 

human activity modelling), the system requirements (hardware and software), as well as 

some notes and references. Finally, a distinction is made between integrated models, where 

multiple infrastructures and their interdependencies are modelled within one framework, and 

coupled models, where a series of individual infrastructure simulations are coupled together, 

explaining then the cascading influence between them.  

Table 4.1 summarizes the available methodologies for the simulation of interdependencies. 

It seems that the majority of available approaches are still on an early stage of development 

or even under research. They are mostly based on the use of coupled models, while few of 

them propose integrated analysis models (still under development). Furthermore, they do not 
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intent to assess the seismic risk of inter-connected infrastructures. They are limited to the 

systems’ serviceability analysis considering also the influence from a single (in most cases) 

interdependent network, by simulating the various types of interactions and their induced 

impact (cascading or not).  

Within SYNER-G, an integrated methodology has been developed in order to assess the 

seismic vulnerability of an interconnected Infrastructure, including: a detailed taxonomy of 

interconnected infrastructure systems, an object-oriented model describing the relations 

between all systems and components (inter- and intra-dependencies) within the taxonomy, 

consideration of all uncertainties in the problem, a categorization of performance indicators 

in three groups and an integrated evaluation of physical and socio-economic performance 

indicators. The developed methodology and simulation framework is being implemented into 

a software. 

Table 4.1  Summary of available methodologies for the simulation of 

interdependencies. 

Approach Description  

Physics-

based 

models 

Very simplified models where the interactions are mostly accounted for using interaction 
coefficient into a fault-tree analysis or using spatial proximity rules in GIS. Mostly 
theoretical description of the existing interactions. In cases of quantification of interaction 
this is performed in a very general basis. The vulnerability and loss of functionality due to 
interdependencies is not usually performed. 

Nodal 

analysis 

models 

Elements connected with FTA, RBA, etc. Usually here, boolean states are assumed (0 or 
1) (Monte-Carlo analysis is incorporated). Only in few studies the problem of functionality 
level is discussed, without discussion on the source of the non-functionality. 

Agent-

based 

models 

Dynamic systems. Complex approach through the use of simulation programs. It is more a 
philosophical approach. The effective interaction must be modelled somehow with one of 
the other methods. Each system is modelled and it may communicate with the others. 
After the communication, the system-agent draws the consequences. They may account 
also for the decisions of decision making at each level. Their goal is more to model the 
"reaction" (from a management point of view, "what if") to a perturbation, more than to 
capture the "picture" after a catastrophe. 

Stocks-

and-flows 

models 

Approximation of the physical interdependencies of infrastructures from the economic 
input-output transactions of sectors. Macrolevel, deterministic, and equilibrium modeling of 
interdependencies among economic infrastructures. Initiating perturbations are related to 
the final demand levels, input factors and output levels. Useful as a guideline to the 
potential cascading effects rather than a forecasting model. A dynamic model is also 
proposed. The issue of redundancy is not covered. Models based on game theory account 
also for functional interdependency. 

Network 

models 

The connectivity is based on functionalities, usually coupled with one specific damage 

state (breaks for pipes). Uni-directional or bi-directional connectivity are modelled in the 

different applications. Complete knowledge about the network is assumed. Graph theory is 

usually used (in some cases also Bayes analysis). 
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